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AKTYaJIbHOCTh BBLIOPAHHOM TeMBbI COCTOMT B TOM, YTO COBPEMEHHOE
COLIMAJIbHO-PKOHOMUYECKOE M TEXHOJIOTUYECKOE Pa3BUTHE MUPOBOTO COOOIECTBA,
BKitouas Poccuiickyro denepannio, HAXOAUTCS HA AKTUBHOM CTaJuy WHTETpaluu
MEPEIOBBIX TEXHOJOTUH BO BCE CEphl KU3HEACATEIHPHOCTH - KaK Ha ypPOBHE
KPYIHBIX KOPHOpaIUi, TaK U Cpeid OOBIYHBIX TPaXaaH.

VYT0JI0BHO-IIPaBOBOE MPOTHUBOJECUCTBUE MPECTYIJIEHUAM, COBEPIIAEMBIM C
UCIIOJB30BaHUEM HMH(OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CETEH, BKJIIOYas
ceTb «/HTEpHET» — ATO aKTUBHAs M KOMIUJIEKCHAs CUCTEMAa MEpP U MEXaHU3MOB,
MPUMEHSIEMBIX TOCYJIapCTBOM C ILEJIbI0 NPEAYNPEKICHUS, BBISIBICHUS U
MpECEeUEHUsT TMPECTYNMHOW AESATEIbHOCTH, CBSI3aHHOM C  HUCIOJIh30BaHUEM
UH(OPMAITMOHHBIX TEXHOJIOTHI U CETEH.

B coBpemennom mwupe, rie Bce Oosibllie W OOJbIIE JIIOACH 3aBUCUT OT
WHTEPHETA U JPYTUX TEIEKOMMYHHUKAIIMOHHBIX CPEJICTB, POCT KOMITBIOTEPHOU
MPECTYITHOCTH  CTAaHOBHUTCS  cepbe3Hoi  mpoOiemoil.  KubeprpecTynHuku
UCIIOJB3YIOT CIOXXHBIE W YTOHUCHHBIC TEXHUKU U METONbl JIJIi COBEPIICHUS
pa3IMYHBIX MPECTYIUICHUH, TAKUX KaK MOILICHHUYECTBO, XHUIIEHUE JIMYHBIX
JIAHHBIX, IETCKOE TOpHOTrpadusi, KOMIBIOTEPHBIC MOIIICHHUYECTBA U JIPyTHE.

B oTBeT Ha Bce 3TO, YrOJIOBHOE 3aKOHOIaTENbCTBO PAa3HbIX CTPaH MOCTOSIHHO
pa3BUBaeTcs W OOHOBIsiETCA, 4TOOBI 3(PHEKTHBHO MPOTHUBOJECHCTBOBATH TaKUM
BUJIAM TPECTyIUIEHUWA. BBeneHue yroJIoBHO-IPABOBOTO  NPOTUBOJACHCTBUS
MPECTYIUICHUSIM, CBSI3aHHBIM c UCIIOJIb30BaHUEM uH(OopMaIMOHHO-
TEIEKOMMYHUKAIITMOHHBIX ~ CETEH, SBJISICTCS BaXXHOW COCTABISIOIIEH  DTOU
CTpaTeruu.

['maBHOWM 1LIENBIO YTOJIOBHO-MPABOBOIO MPOTHUBOAECHUCTBUS SABJISACTCSA 3aIUTa
oOlllecTBa M €ro 4YJEHOB OT KUOEPHpPeCTYMHOCTH. sl TOCTHMIXKEHMsI ITOM Ieinu
TpeOyeTcss TpUHATHE psSga Mep, TaKuxX Kak pa3paboTka W BHEAPCHUE
3aKOHOAATENbHBIX AKTOB, PETYJIUPYIOUIMX pa3JIMYHbIe BUJbI MPECTYIUICHUW B
chepe UHPOPMAITMOHHBIX TEXHOJOTHM, YCUJICHHE paOOThl MPaBOOXPAHUTEIIHHBIX
OpPraHOB, COTPYAHUYECTBO MEXK/y CTPAaHAMU M MEKIyHAPOIHBIMUA OpraHU3alUsIMU

B 0Ooprbe C KUOEpHmpecTymHOCThIO, a TakXke oOecnedeHue CpeiAcTB U
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BO3MOXKHOCTEH 17151 3Q(PEKTUBHOTO MPOBEACHUSI PACCICIOBAHUM M HaKa3zaHUS
BUHOBHBIX.

B  pamkax OpOTHBOJEHCTBUS  IPECTYIUICHUSM, COBEPIIAEMBIM  C
UCIIONb30BaHUEM  HMH(DOPMAIIMOHHO-TEJICKOMMYHUKAIIMOHHBIX ~ ceTeil, 0coboe
BHUMaHUE TaKXe YJIENIeTCSd HaJaKUBAHUIO COTPYAHHYECTBA C PA3NIUYHBIMU
CTOpOHaMH, TakKMMHU Kak mpenacraButenu I[T-cexropa, Ou3HEC-cOOOUIECTBO U

OOIIECTBEHHOCTh. TOJBKO COBMECTHBIMU YCHJIMSMU YYAaCTHUKOB I3THX cdep

MO>KHO JTOCTHYb MaKCUMAaJIbHOTO ycrexa B IPOTUBOACHCTBUH
KUOEPIPECTYITHOCTH.
Onnako HEO0XO0IUMO YUUTHIBATh, 9TO yTOJIOBHO-TIPABOBOE

MPOTUBOACHUCTBUE  MPECTYIUIEHUSAM, COBEPIIAEMBIM C  HUCIOJIb30BaHUEM
MH(POPMAITMOHHO-TEICKOMMYHUKAIIMOHHBIX ~ CETE€M, SABJISETCA  HENPEPHIBHBIM
npoueccoM. OHO JOJDKHO MOCTOSTHHO aJallTUPOBATHCA K MOSIBJICHUIO HOBBIX BUJIOB
IOPECTYIUIEHUH W TEXHOJOIMYEeCKOMYy Tmporpeccy. TOJBKO TakuM 0Opa3oM
OOLIECTBO CMOXKET YCHEMHO OOpoTbcsa C KUOepyrpo3aMH U OOECHEYHTb
0€3011acCHOCTh B UHTEPHET-IIPOCTPAHCTBE.

Takum 00pa3zoM, yroJoBHO-IPABOBOE MPOTHUBOAECUCTBHE MPECTYIICHUSM,
COBEpIIIAEMBbIM C HCIOJIb30BaHUEM HWH(POPMAIIMOHHO-TEICKOMMYHUKAIIMOHHBIX
CeTeU, SBJISAETCS HEOTHEMJIEMOM 4YacCTbl0O COBPEMEHHOW ITPABOOXPAHUTEIBLHOU
cucteMbl. OHO HampaBJIeHO Ha oOecrneueHrne 0e30MacCHOCTH M 3alIUThl MHTEPECOB
rpaxaaH B cepe nupoBBIX TEXHOJIOTHIA, a Takke Ha co3mgaHue 3PGHEeKTHBHOU
Cpelbl Jisl pa3BUTHSI HHPOPMALIMOHHOTO OOIIECTBA.

O0bexkTOM HCCIeA0BAHMS JaHHOW palOOThl SIBISIOTCS OOIECTBEHHBIE
OTHOINIEHUS, KOTOPbIE BOSHUKAIOT B CBS3U C 0OpbOOI MPOTUB KUOEPIPECTYIUICHHIMI
B cetu MHTEpHET.

IIpeamerom HUCCJIeJOBAHUSA SIBJISIFOTCS HOPMBI POCCHIICKOTO
3aKOHOAATENbCTBA, A TAaKKE MaTepHalibl MPABONPUMEHUTEILHON MPAKTUKH,
KOTOpbIE KacalTcss MpoOjieM MpPOTUBOACHCTBUS KUOEPHpPECTYIUICHUSIM B

HNutepnere.



Heabr0 TaHHOIO HCCJIEOBAHMS SIBJISICTCS KOMIUICKCHBIA aHAIM3 BCEX
BOIIPOCOB, CBSI3aHHBIX C TIPOTUBOACHCTBHEM KHOEPIPECTyIUICHHsIM B cdepe
HNurepuer B Poccuiickoit Penepanum.

JIJIst HOCTHKEHUS TIOCTABJICHHOM e ObUTH COPMYITUPOBAHBI CICTYIOIIHEC
3a/1a4H:

1)  PaccMmoTpeTh TOHSATHE W OMNPEICIWTh 3HAYCHHE HWH()OPMAIMOHHO-
TEIEKOMMYHUKAIIMOHHON ceTu (Bkitoyas cetb «VIHTEepHET») B POCCHIICKOM
YTOJIOBHOM 3aKOHOJATEIbCTBE.

2) IlpoBectn aHaimm3 W CcHOPMYJIIMPOBATh TNPHU3HAKK MPECTYILUICHUH,
COBEpIIAEMbIX C HCMOJb30BAaHUEM HHGOPMAIMOHHO-TEIEKOMMYHUKAIIMOHHBIX
ceTell (BKITI0Yasi CeTh «KMHTEPHET» ), BBISIBUTH MPOOJIEMbI X CUCTEMATHU3AIUH.

3)  Ompenenuth MPOOJIEMHBIE BOIPOCHI U OCOOCHHOCTH KBAJTU(HKAIHH
NPECTYIJICHUH,  COBEpIIAEMbIX  C  HCIOJb30BaHUEM  HWH(OpMAIMOHHO-
TEJIEKOMMYHUKAIIMOHHBIX ceTel (BKIIIOYAs CETh KHHTEPHETY ).

4)  TpemIOXKUTH  MEpPhl 10  YCOBEPIICHCTBOBAHHWIO  YTOJIOBHOI'O
3aKOHOJIaTEIhCTBA 00 OTBETCTBEHHOCTH 3a IMPECTYIUICHUS, COBEpIIAEMbIE C
MCIIOJB30BaHUEM HMH(POPMAIMOHHO-TEJICKOMMYHHUKAIIMOHHBIX CceTed (BKJIIOYas
CEThb «UHTEPHET»)

IIpakTHyeckass 3HAYMMOCTb JIAHHOTO HCCJEAOBAaHHMS  OO0YyCIOBJICHA
HEOOXOJIMMOCThIO YJIYUIIEHUSI HOPMATUBHO-TIPABOBOM pEryiaMEHTAIlMd BOMPOCOB
MPOTUBOJECHCTBUSI KHUOEPIPECTYIMHOCTH (B TOM 4YHCJIE C MCIOJb30BaHUEM
YTOJIOBHO-TIPABOBBIX CPeNICTB) B MIHTEpHETE, MOCKOIBKY 3TO MOXET CYIIECTBEHHO
CHU3UTH MOKa3aTeIn KUOEPIPECTYIMHOCTH.

Hayunasi HOBU3HA HCCJIEIOBAHUS OTIPEICIISIETCS BEIOOPOM TEMBI, KaK aKTyalTbHOM,
HO MAJIONCCIIEIOBAHHOM B FOPUIMUECKOM JIMTEPATYPE, M KPYTOM BBIHOCUMBIX Ha 3aILATY
CHEAYIOIINX MOJIOKECHUM:

IHo0keHus1, BLIHOCHUMBbIE HA 3ALIUTY:

YuuthiBass  BBICKA3aHHBIE  KPUTUUECKHE  3aMEYaHUSI  OTHOCUTEIBHO
KOHCTPYKIIMM JAHHBIX COCTaBOB MPECTYIUICHWH, NPeaJiaraercsi W3MEHUTh

neictByronue penakuuu crtareit 110 m 110.1 Yronosuoro konekca PO.



1. OObenMHEHNE NIEIHUI CKJIOHEHUS M COACHCTBUSA B paMKax 4dactu |
ctatbu 110.1 VYromoBHoro konexca P®, ¢ ycTaHOBIEHHEM HaKa3aHUS, YXKe
MPEAYCMOTPEHHOTO B YaCTHU 2 3TOU CTAThHU;

2. KoppektupoBka mepeuHs CIOCOOOB COBEPIIECHUS CKIOHEHUS U
COJICHCTBHS CaMOYOUICTBY, yka3aHHbIX B ctathe 110.1 YronosHoro koaekca Pd;

3. VkazaHue Ha «3aBEIOMOCTH» HECOBEPUICHHOJETUS NOTEPHEBLIETO
JUIS BUHOBHOTO JHIA MpH (POPMYIHpPOBAHUM IMyHKTa «a» 4dacTu 2 cratbu 110
VYromoBHoro kojekca P® n yactu 3 crateu 110.1 YronoBHoro kojaekca PD;

4, Bxirouenue B TekcT yactu 2 ctatbu 110 YromoBHoro xounekca PO u
yactu 2 npeaynaraeMor penakuuu ctatbu 110.1 YronosHoro kogekca PO nynkra
«a.ly, comepkamiero KBAIM(PUIUPYIOMIUNA MPU3HAK COBEPIICHUS MPECTYIUICHUS
pOAUTENEM, TEJArOTHYECKUM pPaOOTHUKOM WM JIMIOM, Ha KOTOPOE 3aKOHOM
BO3JIOXKEHBI 00SI3aHHOCTH 10 BOCIIUTAHUIO HECOBEPIIIEHHOJIETHETO.

OcHoOBHOe coaepxanne padoThI

B 1(50):10)71 rJ1aBe MAarucTepCcKoin paboThI paccMaTpUBarOTCS
METOJ0JIOTUYECKUE aCIEKThI YTOJIOBHO-TIPABOBOTO IPOTUBOACICTBHUS
NPECTYIUICHUSIM,  COBEpPIIAEMbIM C  HCIOJb30BaHWEM  WH()OpPMAIIMOHHO-
TEJICKOMMYHUKAIIMOHHBIX ceTel (BKIIIOYAs CETh KHHTEPHET ).

B wactHOCTH, B TIepBOM maparpade paccMaTpuBaeTCs MOHATHE W 3HAYCHUE
MH(POPMAITMOHHO-TEJICKOMMYHUKAIIMOHHBIX ceTel (Bkitovasi cetb «MHTepHEeT» U
3HAYEHUE B POCCUICKOM YTOJIOBHOM 3aKOHOJIaTEIIbCTBE.

Bo BTopoM maparpade packpbiBaeTcs MOHSATHUE, MPU3HAKU MPECTYIJICHUH,
COBEpIIAEMbIX C HCMOJIb30BaHUEM HH(GOPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX
ceTell (BKIIIoUasi CeTh «MHTEPHET»), U TPOOJIEMBI UX CUCTEMATU3AIINH.

Bropas r1iaBa «YTO0JIOBHO-TIPABOBBIE OCOOEHHOCTH MPABONPUMEHEHUS U
COBEpIICHCTBOBAHUSI ~ HOPM,  PEMVIAMEHTHUPYIOUIMX  OTBETCTBEHHOCTh  3a
MPECTYIJICHUS,  COBEpIIaeMble  C  HCIOJB30BaHUEM  HMH(POPMAIMOHHO-
TEJIEKOMMYHUKAITMOHHBIX CEeTell (BKJIIOYAs CETh «MHTEPHET»)» COCTOUT U3 ABYX

naparpados.



B mepBom maparpade BTOpOi IaBbl PACKPBITHl MPOOJIEMHBIE BOMPOCH U
O0COOCHHOCTH KBaJM(UKAIMKU TPECTYIUICHUH, COBEPIIAEMBIX C HCIOIb30BAaHHEM
MH(OPMAIMOHHO-TEJIEKOMMYHUKAIIMOHHBIX ceTel (BKIIIOYasi CETb KAHTEPHET).

Bo BTOpom naparpade mpeziararoTcsi IyTd COBEPIICHCTBOBAHUS YTOJIOBHOTO
3aKOHOJATEIhCTBA 00 OTBETCTBEHHOCTH 3a IMPECTYIUICHUS, COBEpIIAEMbIE C
UCIIOJIb30BaHUEM HWH(OPMAIIMOHHO-TEIEKOMMYHUKAIIMOHHBIX CeTel (BKIIOYas
CEeThb «HMHTEPHETY).

[Ipy ©Hanucanum pabOTHl UCHOJIB30BaHbl JEHCTBYIOLIME HOPMATHUBHO-
NPABOBBIE AKTHl, YUYCOHUKH U y4eOHbIE MOCOOUS MO YrOJOBHOMY M YTOJIOBHO-
UCTIONTHUTEIIFHOMY  TpaBy, MOHOTpaQuu, a TakKe aKTyaJlbHbIE CTaTbU
NEPUOANYECKUX U3AAHUM.

3axmodueHre paboThl OTPa)kaeT OCHOBHBIC BBIBOJBI aBTOpA, CIACIAHHBIC B
XOJI€ BCETO BBIITYCKHOT'O UCCIIEI0BAHUSI.

AnpoOanusi pe3yJbTaTOB HCCJIEJOBAHMA:

PaGora BmImonHeHa Ha Kadeape yroloBHOTO, IKOJOTUYECKOTO IIpaBa U
KpumuHoJiorun CapaToBCKOrO TOCYJIapCTBEHHOro yHuBepcutera uM. H.I.
YepHBIIEBCKOTO.

TeopeTnueckre MOJOKEHUS U BBIBOJBI padOThl M3JIOKEHA B 2-X HAYYHBIX
paborax.

Pe3ynbTaThl HaydyHOTO HCcleqoBaHUs oOcyxaanack B |X mexayHapoaHoH
Hay4HO-TIpakTH4eckoil koHpepenuu «Tpancdopmarius MpaBOBbIX UHCTUTYTOB U
METOJIOB  00€CledYeHHs] CaHUTAPHO-IMUAEMHOJIOTHYECKOro OJaronoay4yust u
sKoJiornueckoi 6e3zonacHoctd B Poccuu, ctpanax CHI' u EBpomneiickoro coro3a»
(CapatoB, CI'Y, 07 oxta0ps 2022 r1.) ¢ Temoit: «lloHsTHe, TpHU3HAKH
NPECTYIJIEHWH,  COBEpIIaeMbIX C  HCIOJNBb30BaHHEM  WH(OPMAIMOHHO-
TEJICKOMMYHUKAIIMOHHBIX CeTel (BKJIIOYas CETh «HMHTEPHET»), U MPOOJEMBI UX
CUCTeMAaTH3alun»; B X MEXIYHAPOAHON HAyYHO-TIPAKTUYECKON KOH(PEPEHIIMHU: Ha
TEMY: «Tpancopmarusi ~ METOJOB  OXpaHbl  OKPYXalollel  Cpemsl,
IPUPOJIOTIOIB30BAaHUSI U O€30IMacHOM KHU3HEAeATeTbHOCTH HaceneHus Poccun u

JIPY>KECTBEHHBIX 3apyOEKHBIX CTpaH B COBPEMEHHBIX ycioBusax», (Capartos, CI'Y,
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21 ampenss 2023 r.) ¢ Temoii: «IIpoGieMHbIe BOMPOCHI U OCOOEHHOCTH
KBaJM(pUKALIUU MPECTYIUICHUH, COBEPILIAEMBIX C HCIIOJIb30BAaHUEM
MH(POPMAILMOHHO-TEIEKOMMYHHUKAIIMOHHBIX CETEN (BKIIIOUAsl CETh KUHTEPHET» )».
Crpykrypa padoThl OPraHM30BaHA CIEIYIOIIMM 00pa3oM: BBEICHHE, IBE
IJIaBbl, COCTOSILME U3 OTAEIbHBIX HaparpadoB, 3aKIIOUEHUE, a TAKXKE CIHCOK

HCII0JIb30BaHHOU JIUTCPATYPLI U UCITIOJIb3YCMbIX HCTOYHHUKOB.



